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Abstract

Propaganda is a major issue in online media as political
outlets become increasingly more polarized and partisan.
While well-versed readers can easily identify when a piece
of literature is propaganda, less experienced internet users
may be easily persuaded or otherwise influenced by the pro-
paganda pieces they may come across when browsing the
internet. While much research has been done on the use of
AI to moderate content as well as how AI could be misused
to create propaganda, very little research has been done on
using AI to immunize users against misleading content by
making transparent authors’ persuasion tactics. Using an
LLM, we developed a tool that assists readers by proofread-
ing articles and highlighting quotes it identifies as propa-
ganda. We then evaluated this tool using blind experiments
where participants were split into a control and experimen-
tal group, and we evaluated their reading comprehension
and ability to distinguish propaganda with and without the
tool. We found that such a tool is indeed possible to create
and increased reader ability to identify propaganda tactics
in writing. We were able to achieve these results with a
fairly simple application of an LLM, and implies that with
a larger article sample space to learn off tools like these
could be very powerful in combating propaganda through
educating readers.

1. Introduction
Propaganda has become more and more of a pertinent is-

sue in America as we head further into the information age.
We saw during the 2020 pandemic that digital media con-
sumption has very serious effects in the real world, and that
propaganda and fake news left unfettered can create reck-
less lies that become dangerous truths to those who fall vic-
tim to it. Propaganda has found a comfortable new home in
the digital world, and as Americans are ingesting more and
more media digitally as opposed to traditional media (TV,
radio, magazines, etc.) (Berlet, 2009) it is becoming eas-
ier and easier for propaganda to spread and for minds to be
molded by bad actors. Especially with the development of

AI, we have seen that AI-generated content can successfully
persuade readers on a variety of policy issues (Bai et al.,
2023). We cannot expect every user to be conscious of all
the nuances of propaganda online; the average American is
left completely defenseless when attempting to ingest such
a high volume of information without being influenced.

Existing solutions to this problem include developing
different AI techniques to regulate content online, as well
as teaching individuals about manipulative tactics, so they
can recognize and respond to them. AI has been used to
filter, remove, and even block content (although a VPN can
bypass this), deprioritize content, and disable or suspend
accounts (Cook et al., 2017). However, there are a variety
of ethical issues to consider in regards to having AI regu-
late content, including the possibility of false positives and
negatives, which can lead to over-censorship and discrim-
ination. There are also methods to inoculate users without
the help of AI, by exposing individuals to persuasive content
and reasoning with them the tactics used. Within conspir-
acy theories, which can be as dangerous as misinformation
is in our community, researchers theorized using logic to
explain flaws in these theories, as well as ridiculing and es-
tablishing empathy with those who believe in them (Orosz
et al., 2016). Ultimately, the logical and ridiculing methods
were effective in transforming people’s beliefs. There also
have been tools created that teach users about specific tac-
tics before being exposed to misinformation. For example,
a game was created that used technique-based inoculation
(Roozenbeek et. al, 2021), rather than refutational-same
and refutational-different inoculation, which prepares indi-
viduals against specific content. However, the technique-
based method is a broader approach and can be applied to
different information in a variety of subjects. Thus, there
are a variety of different approaches that exist, both depen-
dent and independent from AI, that have been applied to
combat misinformation.

In this paper, we suggest an accessible tool, in the form
of a web extension, that points out persuasive content and
encourages users to think critically about what they are
reading. Ultimately, this will motivate them to come to
their own conclusions instead of being easily swayed by the



content they see online. People will be able to better fight
the misinformation epidemic without compromising essen-
tial freedoms such as their freedom of speech, such as the
right to freedom of speech, which censorship could poten-
tially infringe upon. When users are faced with potentially
biased and persuasive news, they will be able to identify it
on their own, regardless of if they have had previous expo-
sure to the topic or not.

Our solution to the complexities of misinformation and
propaganda is supported through a system built on a rig-
orous set of techniques that highlight manipulative text.
This system has been trained through local human eval-
uations, though we plan to expand our evaluations via
crowdsourcing, enabling it to highlight quotes that may be
deemed high-risk based on manipulation tactics. Some of
these tactics that our system looks for are: Emotional lan-
guage, incoherence, false dichotomies, scapegoating, and
ad hominem. Through the medium of a web extension,
we utilize both human evaluation as well as large language
models to rank and place importance on certain manipula-
tion tactics that should be considered by readers. We then
use these techniques to highlight and showcase high-risk
text to readers, explaining why the text is manipulative.
This, in turn, fosters the development of improved reader
evaluation skills for identifying troubling text in the future.

To assess the effectiveness of our system in identifying
high-risk text, we conduct a comparative analysis with hu-
man evaluations. We engage human evaluators to analyze a
text segment that has been flagged for containing high-risk
misinformation. These evaluators are tasked with not only
identifying the portions of text with high-risk misinforma-
tion but also categorizing the specific manipulation tactics
employed. We then compare the performance of our system
to that of the human evaluators in this task. Every instance
where our system correctly identifies and categorizes the
highlighted text with the appropriate manipulation tactic is
counted as a ”hit,” while any other outcome is classified as
a ”miss.” We have trained our model to achieve an accu-
racy rate of 85% when compared to human evaluations on
identical text samples. These evaluations were conducted
after our model had been equipped with the ability to de-
tect manipulation tactics and had undergone training using
human examples to analyze text for high-risk quotes con-
taining misinformation.

This work demonstrates that AI can be used as a help-
ful tool for reading and interpreting media online. The war
on disinformation and propaganda is a constant and ongo-
ing one, and tapping into AI as a way to detect it could be
the first step in helping to create an online culture of con-
scious and informed users. Further advancements of this
work could expand to include propaganda detection in vi-
sual and auditory media, making propaganda much less ef-
fective online and improving media literacy across the in-

ternet.

2. Related Work
In the digital age, the proliferation of propaganda and

misinformation can have severe consequences in our so-
ciety. The current propaganda issue can be compared to
the influence of conspiracy theories, which are toxic to
democracy in the same way that misinformation can cor-
rupt our society. Western conspiracy theories use tactics to
spread lies and misinformation to the mainstream public.
Leaders of these movements have the power to exaggerate
false claims in a way that inspires dangerous forms of ac-
tion, which ultimately have violent consequences in the real
world (Berlet, 2009). In order to combat the misinformation
epidemic, there are several existing approaches, namely in
inoculation theory and the use of rationality and ridiculing.
In inoculation theory, the term “prebunking” is a method to
counter misinformation before an individual is exposed to
it. Inoculation messages consist of two parts: a warning of
a possible threat or incoming misleading information, and
a refutation explaining why this information is wrong or
the tactic used to trick readers. Oftentimes, prebunking can
help individuals resist the influence of misinformation, even
when it conflicts with existing beliefs (Cook et al., 2017).
Another approach describes using technique-based inocu-
lation so readers can analyze suspicious information, even
when they haven’t been previously exposed to the exact tac-
tics, rather than vaccinating users against specific content
(Roozenbeek Jon et al., 2022). Finally, it may be possible
to combat misinformation the same way people are combat-
ting conspiracy theories. Research has shown that effective
ways to change one’s beliefs about conspiracy theories in-
clude logical deconstruction of theories by poking holes in
their flaws, as well as ridiculing and alienating conspiracy
theories, making them and those who believe them seem
foolish.

One of the most common uses of AI has been utilizing
Language Models to create text and other media for users.
While these applications are mostly harmless in the hands
of the average user, bad actors have the potential to use
Language Models to create dangerously convincing pro-
paganda en masse. Although producing biased and mis-
leading text is not the intended function of LMs, propagan-
dists can “spin” LMs in order to coerce their desired out-
puts from them(Bagdasaryan and Shmatikov, 2022). These
novel methods surpass the potential of previous online bots
that spammed copy-paste messages on the internet; mod-
ern AI models may enable bad actors to create convincingly
human-like messages that do not stand out as much to the
average user (Goldstein et al., 2023). Additionally AI gives
users the potential to create “deepfake” videos that can eas-
ily pass as real footage to those without a keen eye for AI
created content (Bontridder and Poullet, 2021). This makes



AI created propaganda much more effective and less discov-
erable, while still being inexpensive and easy to mass pro-
duce. Being one of the most popular ways users see and in-
teract with information, social media sites are a prime target
for AI propaganda. Unfortunately, the platform lacks the
necessary defenses to misinformation (Wang et al., 2020).
Even at a user-level, AI created misinformation proves dif-
ficult to detect for both humans and AI detectors (Chen and
Shu, 2023). In regards to the state of the information era, it
seems that AI has the potential to do more harm than good,
enabling bad actors to conduct advanced propaganda cam-
paigns that further muddle the media we read online and
make navigating the internet much more difficult and con-
fusing.

Human evaluation over mediums of information allows
for better judgment in considering if something could be
classified as propaganda. Regardless of if misinformation
is AI-generated or written by humans, false information
is dangerous and can ultimately sway human perception.
Humans are seen to susceptible to persuasion when read-
ing both AI-generated messages and human-generated mes-
sages (Bai et al., 2023). However, the growth of AI has per-
petuated and helped circulated the dangers of propaganda.
Specifically, AI models have used datasets for medical mis-
information detection, including both human-generated and
LLM-generated misinformation to help those identify in-
stances of misinformation within the context of the med-
ical field (Sun et al., 2023). However, there are still is-
sues in which efforts of reducing the quality of information
have fallen short to many users. For instance, the usage
of better in-feed source reliability labels, an indicator pro-
vided within the content feed of an online platform, such
as a social media timeline or news aggregator, for the pur-
pose of pushing away misinformation has had little to no
improvement in the quality of news people consumed or
reduce their misunderstandings about the news (Aslett et
al., 2022). Misleading information can permeate various
areas, including social media platforms, the medical sec-
tor, climate activism, and news sources (Galaz et al., 2023).
Addressing these issues could involve implementing regu-
lations governing the appropriateness of AI-generated mes-
sages (Gao et al., 2022). Additionally, focusing on social
aspects, such as increasing awareness about identifying AI-
generated content and encouraging critical reading of poten-
tially propagandist texts, can play a significant role in mit-
igating the impact of misinformation on individuals (Clark
et al., 2021).

Large Language Models are capable of ”reasoning”
through data training and are they have been shown to be
capable of complex language tasks including reading com-
prehension and detecting misleading writing style (Radford
et al., 2019; Akers et al., 2018). These two tasks are the
core tasks we will be using our LLM for in order to de-

tect propaganda in articles. Furthermore, LLM capabilities
have grown exponentially over the years as they are scaled
up more and more and are introduced to more training, we
hope these expansions will make our tool more accurate and
more powerful than previously thought possible years ago
when researchers were only familiar with more limited ver-
sions of our model.

In summary, the current landscape of AI is rapidly evolv-
ing: while there are systems that both fabricate seemingly
real data and spread these false results, there are also AI
tools used to detect such misinformation and regulate con-
tent. As we are currently deep in the information age, where
information is easily accessible and can be widely dissem-
inated, the spread of misinformation can have detrimental
effects to society. However, instead of trying to detect false
information and prevent its dissemination through mitigat-
ing freedom of expression (i.e. filtering/removing/blocking
content (Bontridder & Poullet, 2021), this research aims
to find ways of identifying possibly biased content while
simultaneously empowering readers to think critically and
make their own decisions. Misinformation is dangerous and
is oftentimes resistant to correction, especially if this cor-
rection challenges an individual’s worldview (Cook et al.,
2017). While it is critical to continue to work towards more
efficient and accurate methods of detecting misinformation,
we argue that our approach not only highlights potentially
false information, but also provides a starting point for users
to think through their own values and beliefs without inter-
fering with their freedoms and information access.

3. Method

Figure 1. Flowchart demonstrating the use of the LLM GPT-4 tool
in decision-making process.

3.1. Creating Metrics

To create our tool we first began looking at how we
wanted to evaluate articles on their level of propaganda. We
decided to evaluate articles based on a selection of manip-
ulation techniques commonly used in propaganda pieces.
Five of these techniques we borrowed from Roozenbeek et
al. and their paper on misinformation on social media. They
found their five techniques from broader literature about



manipulation strategies and are listed as such: Ad hominem
attacks, where authors engage in personal attacks unrelated
to their argument; emotional language, language or rhetoric
meant to evoke outrage, anger, or other strong emotions
from readers; incoherence or non-sequiturs, arguments that
do not follow logic or are unrelated to one another; false
dichotomies, where authors imply only a select few op-
tions are possible when that is not the case; and scapegoat-
ing, where authors unfairly attribute blame to individuals
or groups of people for unfavorable events. Through read-
ing highly partisan and propagandized articles from various
sources, we also identified an additional three tactics to use
as metrics: increasing polarization, where authors empha-
size political polarization discouraging partisan dialogues;
fear mongering, where authors induce fear in readers; and
discrediting reliable sources, where authors cast doubt on
verifiable facts to fit a fringe narrative. These eight metrics
were then tested with our LLM (GPT 4-0) and a few dozen
articles sourced from both highly-partisan and more main-
stream publications.

3.2. Testing Our Model

The LLM was tested to identify certain misleading tac-
tics in a variety of articles. The LLM, given a definition of
a particular tactic, was prompted to identify this tactic in a
given article. The articles were also looked over by human
evaluators, who identified different manipulative strategies
in the writing. The our LLM was fairly accurate in identify-
ing quotes in partisan articles, and also noted that there was
a lack of biased quotes in mainstream sources. However,
the outputs often had varied formats, which made parsing
the quotes a to be a challenge.

3.3. Refining Our Prompts

To enhance the accuracy and consistency of our LLM
outputs, we focused on refining prompt instructions. We
created instructions directing the LLM to identify quotes us-
ing specific tactics, defined those tactics, assigned severity
ratings to each quote, and provided reasoning for both the
selection and rating. The instructions mandated a standard-
ized response format, requiring the LLM to present a list
of tuples containing the reason, quote, and rating for ease
of parsing. Several examples of the desired format were
included in the instructions. Through iterative testing and
refinement, we achieved a state of consistent and accurate
responses.

3.4. Script and Extension

Once we were able to achieve consistent responses from
our LLM we created a web extension that would scan
text entries and run the article through our LLM using
the prompt instructions we created for each metric, then it
would highlight the quotes in the article found to be propa-

ganda and provide insight as to which tactic is being used
and the model’s reasoning.

Figure 2. Stylized figure of web interface

4. Evaluation

Our study proposes as an accessible tool that immedi-
ately catches misinformation in real time, leveraging the
capabilities of LLMs, specifically GPT 4-0. Our tool is de-
signed to identify persuasive content and biases in written
material, allowing readers to discern propaganda from unre-
liable sources and not be swayed by bias content. Our claim
of study asserts feasibility as a tool while also hypothesize
that the tool will enhance media literacy among users of the
tool. We want to determine the feasibility of our tool setup,
seeing if the annotations given outputted by GPT 4 are accu-
rate. We also want to look into the effectiveness of the tool
setup; our study measures whether users trust the source,
are able to identify techniques, and find it to be useful.

This evaluation process uses the ability to assess the
users to differentiate between two different types of arti-
cles: propaganda pieces, and reliable reporting. These pro-
paganda sources would come from partisan outlets that em-
ploy bad-faith persuasion techniques. On the other hand,
reliable reporting would be sourced from mainstream cred-
ible media outlets. The main aspect of our study involves
the usage of our tool, which plays as our independent vari-
able. This tool is developed to analyze and provide feed-
back on articles that participants read, specifically focusing
on the usage of propaganda in an article. The application
of our study involves a task where participants are given a
selection of four articles to read — two from credible, main-
stream sources and and two misleading sources from parti-
san outlets. The task is to have these participants categorize
these articles as either propaganda or trustworthy media. To
assess the effectiveness of our tool, participants will be di-
vided into two groups: a control group, which will not have
access to the tool, and the experimental group, which will
use our tool during the task.



Once participants have completed reading the articles,
they will be asked exit questions regarding if they found
the tool helpful or not (if they are part of the experimental
group) Then they will be given a short comprehension test
to see ensure they read and understood the articles com-
pletely and to measure if their comprehension skills im-
prove with the assistance of the tool.

As we think about potential threats or limitations of our
evaluation process, we find that there can exist an overly
competent participant base. If this possibility rings true, this
could result in a skewed analysis, making it challenging to
see how effective our tool becomes. This threat necessitates
the incorporation of strategies within our evaluation design
to mitigate such biases and ensure a fair assessment of our
tool’s impact on users. Additionally the article sample space
we used is relatively small and quite polarized, one could ar-
gue that the articles used are blatantly biased or obviously
neutral, making it easy for both our tool and readers to dif-
ferentiate the articles creating an unrealistic representation
of articles readers may encounter.

Our objective for this evaluation is to test the underly-
ing thesis of our study. If the experimental group, using
our tool, demonstrates a higher proficiency in distinguish-
ing between propaganda and reliable sources compared to
the control group, it would validate the efficacy of LLMs
in enhancing media literacy. This outcome would not only
prove feasibility of our tool but also highlight its practical
utility of empowering users to navigate the complex media.

4.1. Results

Overall, our data showed that users who had access to
the tool were able to correctly identify propaganda articles
62.5% of the time, compared to the users in our control
group who identified propaganda 45.83% of the time. This
was able to be evaluated by exit questions that assessed par-
ticipates which quotes reflected a chosen technique of pro-
paganda (i.e ad hominem, Political Polarization, etc.). This
allows us to see if our tool aids in developing the skill of
identifying text that fall within topics of misinformation and
propaganda.

This data implies that not only is our tool more effec-
tive at recognizing propaganda but also helps reassure users
when reading articles from reliable sources. It shows that
users are much more effective and knowledgeable readers
when utilizing our tool and proves the effectiveness of uti-
lizing LLMs.

In our pilot study, we conducted a local evaluation, test-
ing on a small sample size of n = 12 participants. We plan to
expand the evaluation on a larger scale, involving a greater
number of participants to acquire a more extensive dataset.

Figure 3. Box plot of skill assignment, with and without tool

5. Discussion

Inoculation messages explaining misleading techniques
have been shown to neutralize the polarizing effect of mis-
information (Cook et al., 2017). We use this as a basis of our
tool, with each suggestion explaining why a specific quote
may be misleading. We do this by labeling a specific tactic
followed by specific reasoning.

Compared to other approaches, our method seems to
show promising results in enhancing users’ ability to dis-
cern misinformation. With a success rate of 62.5% in identi-
fying propaganda, our tool outperforms the control group’s
rate of 45.83%, demonstrating its effectiveness in mitigat-
ing the impact of misinformation. We have seen historically
how LLMs can shape perceptions on policies in both highly
and less polarized contexts (Bai et al., 2023). Although the
reported effects have been relatively small, they can be com-
parable to the effect of human-generated messages. This
brings up the potential for possible collaboration between
AI and humans. Our extension hints at this notion, allowing
readers to either ”like” or ”dislike” generated suggestions.

We focus on a refutational-different approach, which fo-
cuses on common strategies that underlie common manip-
ulation tactics (Roozenbeek et. al, 2021). Additionally, we
test on real news articles published online which then were
scanned with the tool and presented to users for their as-
signment. This approach encourages readers to critically
assess the text before them, fostering the development of
skills necessary to identify problematic rhetoric. It empow-
ers them to make informed decisions about their beliefs re-
garding what they are reading. Beyond merely understand-
ing the content of individual articles, this skill enhances
overall media literacy. It encourages readers to become
more discerning and conscious consumers of information,
a proficiency that extends well beyond the scope of a single
article and contributes to the cultivation of more thoughtful,
cautious, and informed readers.



Current approaches to misinformation online attempt to
filter through false content, which simultaneously results in
limiting freedoms of the original authors (Bontridder and
Poullet, 2021). By filtering, removing, or blocking content,
deprioritizing specific content, or disabling and suspending
accounts, this process can become problematic. Especially
because identifying such content is not always accurate, AI
can incorrectly identify propaganda, which leads to other
ethical concerns. Rather than blatantly ridding the internet
of possibly false information, our approach alerts users that
there may be points of concern in what they are reading,
without making the decision for them. This allows readers
to then think about this suggestion and decide on their own
if the content they are reading really is misleading.

[More on our approach]

Figure 4. Question responses from reputable source

Figure 5. Question responses from right leaning source

5.1. Future Work

Next steps would be to increase the number of articles
in our sample space to ensure our tool works with a variety
of articles containing varying levels of propaganda, and ex-
panding the extension to cover more fallacies than the ones
we have explored. This would include more articles that are
blatantly propaganda as well as articles that tread the line
and may be more subtle and hence more difficult to recog-
nize as propaganda. Future experimentation could also in-
clude surveying and questionnaires to see if using the tools
altered their perception of media and their ability to recog-
nize propaganda to measure if using the tool increased user

confidence in their media literacy. Finding new formats for
this tool to help identify false information in media beyond
articles, such as in videos, podcasts, and photos, could also
prove to be advantageous.

6. Conclusion
As the threat of misinformation intensifies and commu-

nities become more polarized, the importance of cultivating
critical thinking skills among readers becomes increasingly
evident. Especially in our current times where LLMs can
perpetuate false information, we aim to leverage LLMs to
counteract this issue. Our extension, which aims to fos-
ter such thinking skills in readers against persuasion tactics
such as ad hominem, scapegoating, and false dichotomies,
has shown to be successful in equipping readers with im-
proved analytical abilities. In our evaluation, we found that
users with access to our tool were 16.67% more effective in
correctly identifying propaganda articles compared to those
in the control group, highlighting the tool’s effectiveness in
enhancing critical analysis. It is clear that enabling readers
to identify biased fallacies is valuable and will be beneficial
to combating misinformation online.

The impact of fostering critical thinking is apparent,
and extends beyond the individual. Ultimately, those who
are aware of propaganda help contribute to a more well-
informed society. As people become more resilient in face
of the complex information challenges of our time, our re-
search represents a pivotal role in navigating the web of
misinformation
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